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1. NWHcTanmnpaHe codptyep 3a paboTa cbc cMmapT KapTa 3a Windows

1.1. Mpean MHcTanaumnAaTa

3a uennTe Ha MHCTanaumATa nsternete HeobxoaMMMA UHCTanaunoHeH dban ot MHTepHeT cTpaHuuaTa Ha CENM
Bwarapus https://www.esign.bg, cboTBeTcTBalla Ha Balwarta onepaumnoHHa cuctema, B pasgen ,MonesHo”,
cekuma ,dannose n NHCTpyKkumm“.

1.2. Hayano Ha nHcTanaymarta

CTapTupaiite MHCTaNaUMATA KaTo KAMKHETe ABa NbTU Bbpxy dalina eSignSetupSAC_Xxxx.exe U HaTUCHETe
byToHa ,,Yes” 3a npoAbirKeHMe:

li?l eSignSetupSAC_1082210.exe

Verified publisher: System for Electronic Payments Bulgaria / Sep
Bulgaria JSC AD
File origin: Hard drive on this computer

Show more details

1.3. M360p Ha e3uK

N3b6epeTe e3nK 3a

Select Setup Language ¥

_Ad|  Select the language to use during the
I if installation:

‘Englsh v|

1.4. UHcTanunaHe

N36epete 6yToHa ,Install” / ,,UHcTannpane”
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r‘i’l Setup - eSign THALES smart card and reader version 10.8.2210  — X

Ready to Install
Setup is now ready to begin installing eSign THALES smart card and reader on
your computer.

Click Install to continue with the installation.

Install Cancel

MN3uakamnTe MHCTaNnauunATa ga NpUuKIoYn.

1.5. Kpalt Ha uHcTanaumaTa

HaTtucHete 6ytoHa , Finish”, 3a aa 3aBbpLluIMTe MHCTanauusTa. Pectaptupaiite KomnoTbpa.

&, Setup - eSign THALES smart card and reader version 10.8.2210  —

Completing the eSign THALES
smart card and reader Setup
Wizard

To complete the installation of eSign THALES smart card and
reader, Setup must restart your computer. Would you like to
restart now?

@ Yes, restart the computer now

(O No, I will restart the computer later

eSign SafeNet Authentication Client ce cTapTMpa aBTOMaTMUYHO M MOXKe Aa Ce BU3yan3umpa OT JieHTaTa 33
3aZa4m (KaKTo e NokasaHo no Jony):
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2. IHcTanupaHe Ha gpamnsep 3a USB yeTtel, 3a cmapT KapTa 3a Windows
MpepoctaseHunAat ot CEN boarapma USB 4yeTel 3a cmapT KapTta e oT TMna CCID, KoeTo gasa Bb3MOXKHOCT 3a
M3non3BaHe Ha ApaliBepa 3a yHuBepcaneH USB Smart Card Reader Ha cboTBeTHaTa OC..

2.1. YBeperTe ce, 4e KOMMIOTLPBLT Bu e cBbp3aH ¢ MHTepHeT.
2.2. MNocTtaBaHe Ha YeTela 32 cMapT KapTn B USB n3xoga Ha KomntoTbpa

2.3. M3uyakKaitte Windows ga Hamepwu 1 MHCTanupa noaxoasaiwma apalisep 3a Bawerto ycTponcTso.

3. UHcTanmpaHe Ha ceptudukatute CEN bbarapums

3.1. MHcTanmnpaHe Ha 6a30B 1 onepaTuBeH ceptuduKar

Mpwn uHcTanaumsata Ha ,eSign SafeNet Authentication Client” 3a Windows, 6asosuAa n onepaTuseH
cepTMdUKaT ce MHCTaAMpaT aBTOMaTUYHO 3a Internet Explorer n Google Chrome.

3.2. MHcTanmpaHe Ha 6a30B 1 onepaTtmeeH ceptudmkaT B Mozilla Firefox

BAXHO! MNpwu nsnonseaHeto Ha eSign SafeNet Authentication Client c Firefox n Thunderbird ce ocblectsasa
OVPEKTEH A0CTbN A0 YCTPONCTBOTO. KoraTto ycnewHo cTe MHCcTaanpanun yaocrosepenmnata cu, HE TPABBA aa
T TpMeTe OTTaMm, Tbi KaTo TOBa LUe AOBede M 40 U3TPMBAHE Ha yAOCTOBEPEHMETO, 3ae4HO C YaCTHUA U
ny6anyHma kntod. Cnep ToBa yA0CTOBEPEHNETO HE MOMKE [a Ce Bb3CTaHOBM M TpAbOBa Aa ce M34aLe HOBO.

3.2.1. NHcTanmpate eSign SafeNet Authentication Client npu Beue nHctanmpaH Firefox.

AKo nHcTanuparte eSign SafeNet Authentication Client npu Beue nHctanupax Firefox e Heobxogumo fr meHto
,Options“/,HacTtpoiikn“Ha Firefox nsbepete ,Private & Security”/,lMoBepuTenHocT 1 3alumTa” B ceKkums
,Security“/,3awmta” nsbeperte bytoHa “View Certificates....”/”MNpernen Ha Ceptudukatn...” n cnen Tosa
“Authorities”. B cekumata “SEP Bulgaria JSC” mapkupaiite “eSign Sep Root CA “, “Edit Trust”/”PeaaktnupaHe
Ha A0BepueTo” MapKMpamnTe BCUYKK ONLMM U NOTBbPAETE, KAKTO € MOoKa3aHo No-40ny:
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Certificate Manager

Your Certificates Authentication Decisions People Servers

You have certificates on file that identify these certificate authorities

Certificate Name Security Device

v SEP Bulgaria JSC

ManagementCA OS Client Cert Token (Modern)

 eSign Sep Root CA OS Client Cert Token (Modern)

eSign Sep QES CA OS Client Cert Token (Modern)

ManagementCA OS Client Cert Token (Modern)

eSign Sep Root CA OS Client Cert Token (Modern)

View... Edit Trust... Import... Export... Delete or Distrust...

Edit CA certificate trust settings
The certificate "eSign Sep Root CA" represents a Certificate Authority.
Edit trust settings:

8 | This certificate can identify websites.

8 This certificate can identify mail users.

Cancel

MNoBTOpeTe pepakumaTa u 3a u ,,eSign Sep QES CA“.

3.2.2. NHcTanuparte Firefox npu Beve nHctanmpar eSign SafeNet Authentication Client.

Ako wu3nonssate Mozilla Firefox, 6asoBua u onepaTMBeH cepTuduKaT TpAabBa [a ce MHcTaaupar
[ONBb/HUTENHO (PbYHO):

1. Oteopete Firefox WHTepHeT cTpaHuuaTta Ha CEM Bwbarapua, medwo ,Ycayrn“ — Myb6anueH
pernctbp”. OT cekumsa ,YaoctoBeputenHa nepapxua 3a usgageHn KYKEM no elDAS ot 01.07.2017 r.”,
nsbepete nMHKa ,mn3ternn” 3a ,eSign Sep Root CA , u ,eSign Sep QES CA“. MapKkupainte BCUYKN ONLMUM U
NoTBbpAETE, KAKTO € NOKa3aHo No-40y:

Edit CA certificate trust settings

The certificate "eSign Sep Root CA" represents a Certificate Authority.

Edit trust settings:

8 This certificate can identify websites.

8 This certificate can identify mail users.

2. OT meHto ,Options“/,,HacTtpoitkn“Ha Firefox nsbepete ,Private & Security”/,MoseputenHoct u
3awmTa” B cekumsa ,Security“/,3awmuta” unsbepere 6yToHa ,Security Devices..”/ ,YcTpolictBa no
b6e3onacHocTTa...”
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Device Manager

Security Modules and Devices Details
v NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device
v Builtin Roots Module
INSS Builtin Objects
v OS Client Cert Module
0S Client Cert Slot (Modern)

OS Client Cert Slot (Legacy)

B , Device Manager” / ,YnpaBneHue Ha ycTpoiictBa” usbepete 6ytoHa ,Load” /,3apexpaHe”. Lle ce
BM3yanusmpa ¢opma 3a ,,PKCS#11 Device Driver”/ ,3apexkaaHe Ha apansep 3a PKCSH11“:

&) Load PKCS#11 Device Driver

Enter the information for the module you want to add.

Module Name |eSign

Module filename k:\Windows\_SystemSZ\eTI | Browse...

Cancel

MNonbaHeTe cnegHUTE CTOMHOCTM 3a:
»Module name” /,,Ume Ha mogyn* — eSign

»Module filename” /,®ain Ha moayna“: C:\Windows\System32\eTPKCS11.dll
N36epeTe 6yToHa ,,OK” 1 3aTBOpETE BCUYKKN OTBOPEHU ,,Npo3opumn”. Firefox e HacTpoeH 3a pabora.
4. PaboTa cbC cMapT KapTa.

4.1. PaboTa cbC CMapT KapTa

Cnep nonyyaBaHe Ha CMapT KapTaTa cbe cepTudumKkaTa ot ,,CEN Bbarapma“ AL ce npenopbyBa Aa U3BbPLUNUTE
CMAHa Ha Bawwua nbpeoHavaneH MNMUH koa. Buxkte 4.2 3a noBeye MHbopmaums.

MpenopbyBa ce BHMMaTeNHa paboTa CbC CMApT KapTaTa. BHMMaTenHo BbBexgaite MNH Koaa, 3a Aa He ro
b6nokupate cnepg 3 HeycnewHu onuma. Cnes NbpBusA HeycneweH onuT CNpeTe 33 MOMEHT U MOMUC/IETE Kbie
rpewwmre!

Mpun 6n0KkupaHe Ha Bawwua MNH Ko M3BbpLLETE BHUMATENHO OTOI0KMpPaHe ¢ nomouTa Ha Bawwus PUK koga.

KaTto npasuno ceptnudmkarta Ha Bawma SEP eSign KYKE ce pernctpupa asTomatnyHo BbB Windows u Internet
Explorer.

Mpu npobnem c aBTOMaTMYHATa PErMCTPaLMA Ha Bawma cepTUdMKAT M3N0ON3BANTE MEHIOTO 33 PerncTpupaHe.
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4.2. CmaHa Ha MWH koaa

BHUMAHMUE!!!

3aabakutenHo Bawwuat PIN kopg tpsabea ga ce cbctom oT yetupu umdppu. M3nonssaHeTo Ha noseye oOT
yeTMpU uMppU UAKM APYrM CUMBOAN MOXKe Aa AoBege A0 6aoKupaHe Ha Bawwmar eSign SafeNet
Authentication Client.

CmaHata Ha NMUH Koga moxe aa ce n3BbpLUM N0 BCAKO Bpeme.

CrapTtuparite eSign SafeNet Authentication Client ot neHTaTa 3a 3agaum (KakTo e NOKasaHo No gony):

ENG 3:35PM
US 2022-03-25

MN36epeTe Tools — Change Token PIN

(S) Change PIN: Card #5C6FBF714B505E3F X

SafeNet Authentication Client THALES
|

Current Token PIN: H |

New Token PIN: [ \

Confirm PIN: ’ I

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as !, 8, #, %).

Current Language: EN

Enter your cument password.

OK Cancel

BbBegaeTe ctapus PIN Ko, aBa nbTu HoBusA PIN Koa 1 cnen ToBa HaTUCHeTe 6yToHa OK.

4.3. OtonokupaHe Ha PIN koga

OTt6nokunpaHe Ha PIN Koga ce u3BbplIBa C nomowTa Ha AamuHucTtpatopckn NMUH (PUK Koa), KoWTto cTe
nonyynnam ot CEN Bbarapua. Wmalite npepBug, 4Ye ocemM nomu  2pewlHO 6beew0aHe Ha
AomuHucmpamopcku lMUH soan o HeroBoTo 6i1oKupaHe. Cneg 6/10KMPaAHETO My e4MHCTBEHUAT M3XOA, 33
paboTa cbC cMapT KapTaTa e npenasaHe Ha ,,CEM bbarapua“ ALl c uen HeMHOTO U3TPUBAHE U reHepupaHe Ha
HoB KYKE.
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CrapTtupaiite eSign SafeNet Authentication Client ot neHTaTa 3a 3aaum (KakTo e NOKa3aHo No Aony):

MN3b6epeTe Tools — Advanced View, KakTo e nokasaHo no gony :

'-:5;' SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client i?2e

w Card #5C6FBF714B505E3F / Rename Token
*Rkk Change Token PIN
Unlock Token

Delete Token Content

View Token Info

N3b6epeTe 6yToHa Set Token Password, KakTo e nokasaHo no fony :
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@ SafeNet Authentication Client Tools - X
THALES
SafeNet Authentication Client OQ12?e
Qi;feNaMhemscationuiem Tools BEEN| B l{ =R 1=
v g% Tokens '
v @ Card #5CGFBF714B505E3F Token name Card #5C6FBF714B505E3F A
> User certificates Tokoosi ey Giaiias
5 et S;?;gs Reader name ACS CCID USB Reader 0
Serial number (PKCS#11) SCEFBF714B505E3F
Free space (minimum estimated) 72008
Card ID (GUID) (x6080000607682A796080000607682A79
Product name IDPrime 540
Card type IDPrime
Applet Version IDPrime Java Applet 442 A
Mask version G286
Token PIN Present
Token PIN retries remaining 3
Maximum Token PIN retries 3
Token PIN expiration No expiration
Administrator PIN Present
Administrator PIN retries remaining :
Maximum administrator PIN retries 8
< >|  FIPS Profile N/A v

thalesgroup.com

B noneto Administrator PIN, sbBeaeTe Bawua PUK kog 1 nsbepete 6ytoHa OK.

(S) Administrator Logon X
SafeNet Authentication Client THALES
Enter the Token's administrator PIN.
Token Name: Card #5C6FBF714B505E3F
Administrator PIN: [i |
Current Language: EN
ok || concel

BbBeaete Ho Token PIN v ro notebpaete B Confirm PIN. MoTebpaeTe ¢ OK.
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@) Set PIN: Card #5C6FBF714BS05E3F X
SafeNet Authentication Client THALES
Token PIN: [ |
Corfirm PIN: | |

[[] Token password must be changed on first logon

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and comalns upper-case letters, lower-case letters,
numerals, and special characters (such as !, 8,

Current Language: EN

Enter a new password.

oK [ cancel

5. KoHTaKkTun

3a noseye MHbOPMALWA M 3a HOBM BEPCUM Ha PBKOBOACTBOTO U codTyepa noceTeTe MHTepHeT cTpaHuuata Ha CEMN Bbarapua:

www.eSign.bg

AKO MMaTe Hy)XAa OT AONbJAHUTENHA UHPOPMALMA UM CbAENCTBME MPU MHCTaNALMATA, MOJIA CBbPXKETe ce ¢ MHGOPMaLMOHHMUA

ueHTbp Ha CEN Bbarapwma, Ha TenedoH 0700 18283 nnun Ha umeinn: eSign@sep.bg.
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