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1. Npeon nHcTanupaHe

Mpenn pa nognuceaTe unu kpunTupaTte ¢ MS Word 2010 e Heobxoanmo ga 6baaT nHcTanmpanum eSign codptyepa n CA
ceptucpukatnte Ha CEMN. MHCTpykumm 3a ToBa ca nybnukyBaHun B WHTepHeT cTpaHuyaTta Ha CEM Bbnrapus
www.eSign.bg B cekyus ,,®annose n IHCTpykyumn®.

2. NHcTannpaHe

CtapTtmpaTte MS Outlook 2010. M3bupaTte meHto Tools (1) n cnep ToBa nsbmpate nogmerto Trust Center (2).

) |+ Inbox - Personal Folders(1) - Microsoft Outlook =
Home Send / Receive Folder Wiew Add-Ins Adobe POF
4
__________________________________________________________ J
4 Perzgnal Folders “ Y [1|w|From Subject Received Size |C|¥
4 f;'q Inbox I

Outlook Options

General
@ Help keep your documents safe and your computer secure and healthy.

Mail

Calendar Protecting your privacy

Centacts Microsoft cares about your privacy. For more infermation about hew Microzoft Qutlock helps to protect your privacy, pleazse see the
privacy statements.

Tazks

Show the Microsoft Outlook

rivacy statement

Motes and Journal Office. com privacy statement

Search

Mobile

Language

Advanced

Customize Ribbon
Quick Access Toolbar
Add-Inz

Trust Center

Customer Experience Improvement Program

Security & more

Learn mere about protecting your privacy and security from Office.com.

Microseft Windows Security Center

Wicrosoft Trustworthy Computing

Microsoft Outlook Trust Center

The Trust Center containg security and privacy settings. T
securs. We recommend that you do not change these settings.

£Ep your computer

Trust Center Settings...

==

1Y
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[~ mail

0K ] [ Cancel

HaTtuckaTte bytoHa Trust Center Settings...

Cnep oTBapsaHe Ha npo3opeya Ha ,Trust Center”, n3bupare ,E-mail Security”, HaTuckaTe ByToHa Settings(s AasicHo),

cnej KOeTo ce nogaBgaBa cnegHMA npo3opey:
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|§|| H:jg 9 |+ Inbox - Personal Folders(1) - Microsoft Outlook =
| Home  Send/Receive  Folder  View  Add-ns  Adobe PDF
Drag “our Favorite Folders Here < —
_______________ |:—r nbox (Ctri+E e
4 Perzonal Folders - !|D|@|Fr0m Subject Received 7 |Size |C|\7 2
JI:Z Inbox I =
- Trust Center
0

Trusted Publizhers .
Encrypted e-mail
DEP Settings
|:| Encrypt contentz and attachmentz for cutgeing mez=ages
Privacy Options Agdd digital zignature to outgeing mezzages

E-mail Security —_

Change Security Settings _'X |
Attachment Handling —
Security Setting Preferences :]
Automatic Download Security Settings Mame:
Macro Settings Digital ID v|
Programmatic Access E Cryptography Format: | 5/01ME onic tranzactions.
Default Security Setking for this cryptographic message format
Default Security Setting for all cryptographic messages
Read as

[SecurityLabeIs...] [ Mew ] [ Delete ] Password,..

[ Rea| o

Certificates and Algorithms

Signing Certificate: |"' oo | [ Choose... ] -

Script in Hash algorithm: |SHA1 i |

O o Encrypion Certificate: |"

| [ Choose... ]
[ &l

Encryption Algorithrm: | 3DES ~ |

Send these certificates with signed messages

L

L OK J [ Cancel

[~ Mmail

[ oK ] [ Cancel —

; HH':@’%@E OUS G U DD PUDUDU DU DR D

B nposopeua HaTuckaTe ByToH ,New”, cnep koeTo BbBexpaaTe “Security Settings Name” B none 7. Toea e umeTo Ha
npodnna, cBbP3aHO C KOHKPETHUA CepTUCMKAT 3@ eNeKTPOHEeH Noanuc.

Bb3MOXHO e 13non3yBaHeTo Ha HAKONKo npodpuna. MNpu nopgnvceaHeTo Ha umern moxe Aa 6bae n3bpaH eanH oT
npocpunuTe.

Cnepg ToBa HaTuckaTe ByToH ,,Choose...".

M3bupaTe Heobxoanmusa cepTudhukaT n HaTuckaTe byToH OK.
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Trust Center

Trusted Publishers :
Encrypted e-mail

DEP Settings
D Encrypt contentz and attachments for outgeing mezsages
Frivacy Options Agdd digital 2ignature to cutgoing mezsages

E-miail Security

Change Security Settings
Attachment Handling r

Select Certificate

Automatic Downlead

Macro Seftings Digital ID Select the certificate you want to use,
Programmatic Access - tranzactions.
¥ Issued to Iszued by Intended P...  Friendly na,.. E#]
TEST TEST TEST SEP QES CA Client Auth...  TESTTEST... 3
Readas || | EITESTTESTTEST  SEPGESCA  Clienk Auth... None z|2
[ Reaff |
Y
ol
Scriptin i' | ] l'
0 Ao L [o]4 J [ Cancel J [ wiew Certificate J
[ Ao
o = L |
b [¥]5end these certificates with signed messages
E L
[ OF J [ Cancel ] | 3
3

| [ ok ][ cancel J::

Cnep 3aTBapsHeTOo Ha npo3opeya “Select Certificate”, HaTuckaTe byToH OK.

Cnep 3aTBapsiHeTo Ha npo3opeya “Change Security Settings, HaTuckaTe byToH OK.

3. NoanuceaHe N KPUNTUPAHE HAa UMEWI C efleKTPOHEH Noanunc

OTBapsATe Npo3opey 3a HOBO NMcMOo 1 n3brpaTe meHo Options OT NeHTaTa c MeHIOTaTa B ropHATa yacT:

lope B neHTaTa c bytoHuTe uma gBa byToHa:

e  3anopgnuceBaHe Ha umewnn - ByToH Sign(nnwk c nevaT);

e 33 KpuUNTUPaHe Ha umerin - ByToH Encrypt(nnuk c kaTuHap).
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2EH9 0+ ¥ |+ Untitled - Message (HTML) o @ =
File. Meszage Inzert Options Format Text Review Adobe PDF & e
n Colors ~ o - L — o0 =_-i PN
[ T 8 Encrypt = Request a Delivery Receipt - =4
B B B, B 58 e B reestavobery et | Ty {5
emes Page Boco  From | Permission (49 Sign Use Voting [ Request a Read Receipt Save Sent Delay  Dirsct
@Effec‘tav Color = - _— Buttons ~ ltem To = Delivery Replies To
Themes Show Fields Permizsion Tracking Fl More Options Fl
To... | |
= Cec... | |
Send
Subject: | |
iz
4 il »
& Windows Desktop Search is not available. ~

M36upaTe eauH ot ByToHWTE (UNKU 1 gBaTa eAHOBPEMEHHO) U U3Npalyarte NMcmMoTo vpes byToHa Send.

3abenexka: 3a fa ce KpUNTMpa NUCMO, Ce M3Non3Ba NyBNMUHWMAT KMOY, KOWTO ce cbabpXa B cepTudvkaTa Ha
nonyuaTens. 3aToBa TpsibBa npegBapuTeNHO NOHe BEAHDBXX Aa CTe NoSyunnn NoAnMcaHo NUCMOo OT YOBEKa, 40 KOUTO
e n3npawaTe nMenna.

MNpu v3npawade Ha MOANWCAHO MWUCMO, Cref HaTuckaHe Ha byTtowa Send, Tpabea aa Bbeeaete MUVH kopa Ha

ceptTudmnkaTa.
lMpn oTBapsAHe Ha KPUNTMPAHO NMCMO CbLyo ce BbBexaa NNH kopaa.

lMpo3opeysbT 3@ BbBEXAaHe Ha MWH Koa npyv nognuceaHe 1 0TBapsiHe Ha KPUNTUPAHO NMUCMO U3MNexXxaa no cnegHuns

HauUWnH:
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| Sipning data with your private exchange key @

An application is requesting access to a Protected item.

CryptadPl Private Key “
[] Remember password

| ok || cancel |[ Detais.. |

4. MNpoBepka 3a BanuaeH ceptndunkar:

KoraTto ce nonyynm nncmo, NoOANUCAHO CbC CEpTVICbVIKaT, B CMBAaTa NeHTa noa SUbjECt Ha NMCMOTO Ma AONbIIHUTENEH

pea c TekcT ,Signed By:" 1 B AACHO Ha pefa ce NosiBABa efHa MKOHA € hopMaTa Ha YepBEH Neyar.
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Hid9 0« % |+ Test - Message (HTIML) - =
File Meszage Adobe POF » e
From: L . Sent: ~201214:23
To:
Ce:
Subject: Test
Signed By: ' @ bg 2
fa
Tect =
-
/B Windows Desktop Search is not available. A

UYpe3 HaTUCKaHe Ha Tasy MKOHA MOXe [a NpoBepuTe BanuMAHOCTTA Ha cepTudivkaTa. 3a yenta Tpabea fa bbae
MHCTanuvpaH npegeapuTenHo basoeuaT (root) cepTudmkatT Ha To3wM Yaoctoeepseaw Oprad, KOWTo e w3gan

CEpTI/ICbVIKE]Ta, nognucan nNcmMoTO.
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Digital Signature: Va Test - Message (HTML)

Subject:  Test
From: 1

Signed By: ‘@sep.bg

The digital signature on this message is Yalid and Trusted.

For more information about the certificate used to digitally sign

the message, click Details,

[]warn me about errars in digitally signed e-mail befare message opens.

Close

Digital Signature: Valid | Test - Message (HTML)
.

Message Security Properties

E Subject: Test

Messages mayw contain encryption and digital signature lavers, Each digital
signature layer may contain multiple signatures,

Security Layers

Select a layer below to view its description,

igital Signature Layer
" Signer: @sep.bg

Descripkion:

OK: Signed message,

Click any of the Following buttons to wiew more information about or make
changes ko the selected laver:

Edit Trust. .. Wigw Details, .. Trust Certificate Authority. ..

['warn me about errors in digitally signed e-mail,
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