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1. Heobxoanmn ycnosus

Mpeon pna nognuceaTe unu kpuntupate ¢ MS Word 2010 e Heobxoaumo aa 6baat nHctanupanm eSign codtyepa n CA
ceptndukatute Ha CEIN. WHCTpykumMm 3a ToBa ca nybnukyBaHu B WHTepHeT cTpaHuuata Ha CEIN Bwnrapusa
www.eSign.bg B cekuus ,Parinose n NHcTpykuun®.

2. Nognuceane Ha pdf pann ¢ Adobe Acrobat Pro

OTtBopeTe Adobe Acrobat Pro n xxenaHusa ot Bac dpann upes meHio File\Open.:

i test_pdf.pdf - Adobe Acrobat Pro |:||§|[g|
File Edit View Window Help
ﬁiﬂreatev @D@‘@@@@D‘D@) E
f1 ‘ & | f | [ Tools Comiment Share
-~ v
~ | » Pages
» Content
EnekTpoHeH noanuc Ha pdf daiin ¢ Adobe Acrobat Pro » Forms

» Action Wizard

+ Recognize Text

» Protection

¥ Sign & Certify

‘ @ Sign Document ‘

/ Flace|pigitally sign docurment

ﬁ #pply Ink Signature

@ Tirme Stamp Docurnert

__ @ Maore Sign & Certify -
Certify
{7 with visible Signaturs

@ Without Visible Signature

Bkntoyete oT MeHo Tools naHena ¢ BCUYKM MHCTPYMEHTU, oTBopeTe Sign & Security n n3bepete Sign Document. Cneg
TOBa OYepTanTe NpaBoObIb/IHA 061acT B MPOCTPAHCTBOTO HAa (panna 3a Aa pasnosioxuTe curHatypaTta:
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s test_pdf. pdf - Adobe Acrobat Pro
File Edit Wiew ‘Window Help

E‘}Ereatev @E%‘@@@&D@@)

] |G | ® @ [=r]-]] H B

Tools Comment Share

EnekTpoHeH noanuc Ha pdf dain ¢ Adobe Acrobat Pro

|

» Pages

» Content

» Forms

» Action Wizard

» Recognize Text

» Protection

+ Sign & Certify

@ Sign Docurnent

f Place Signature

% Apply Ink Signature

@ Tirne Stamp Document

@ Mare Sign & Certify
Certify

2 wiith visible Signature

m’ without Visible Signature

MosiBABa ce nNpo3opell, B KOWTO TpsabBa Aa u3bepete HeobXxoOaUMUS cepTUdUKAT 3a erneKTPOHEH MoAnuc OT nagallms

cnucek ,Sign As”:
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] test_pdf.pdf - Adobe Acrobat Pro
File Edit ‘Wiew ‘Window Help x®

'@Createv‘@%‘@@@&@@ IZ"

* — — B
N Sy
i1 ‘ Ik [ (=) @) |ez7% - ‘ [ Tools = Comment : Share
3
| » Pages
(o
» Content
Ene KTPOHEeH no, Sy TEST TEST TEST » Forms
- . » Action Wizard
Certificate Issuer: SEP QES CA
» Recognize Text
» Protection
+ Sign & Certify
Digitally signed hyTESI'TEI’TEI’ =
DM email= @sep.bg,
TEST TES 0.0.2342.19200300.100.1.1=
. en=TEST TEST TEST, title=TEST, O
ou=TEST, ou-EIK L ou=SEP /f
T E ST Qualified Profession, o=TEST, I=TEST, £
st=TEST, c=BG
Date: 2012.08.20 13:43:36 +0300° 0‘@
@ Time Starmp Docurnert
[(Lock Dacument After Signing O
£
L Sign ] [ p— ] |3 More Sign & Certify -
Certify

CamoTo nognvceaHe Ha JOKYMEHTa Ce M3BbpLUBa C HaTUCkaHe Ha ByToHa Sign. AKo nckaTe Aa 3aknounte AOoKyMeHTa
3a pepakums crnep nognuca nsbepete “Lock Document After Signing”.

MosiBaABa ce cnegHusT NpPo3opeL 3a aa |/|36epeTe MMe Ha dain, nog KoeTo Aa 3anvueTe NoanncaHus OOKYMEHT:
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File Edit ‘Wiew ‘Wwindow Help x

@Createv‘@@%|@@@&@@ E
- & [~ - |H B

Tools Comment

Save in; |E} quides V| 9 I’} £ (G-
L @testjdf.pdf
@ @testjdf_sign.pdf

My Recent
Documents

L FOF

N -.
,) Type: PDF Document

My Documents File Size: 25 KB
Modified:08.6.2012 r. 15:47

@

ient

hd | L Save ]

-
g File: name:

MyMNetwork | Saveasipe: | Adobe PDF Fies [%pdf) lv| [ cancel |

=B

MN3bepeTe nme Ha daiin u HaTucHeTe ByToHa Save. NosiBsiBa ce guanoroB npo3opel 3a BbBexaaHe Ha Bawws MNMUH
KOA:
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] test_pdf_sign.pdf - Adobe Acrobat Pro

File Edit ‘Wiew ‘Window Help x
Boeate - | DB EHB|l@eoz2LDbE B
11|I~@|®®|@ ToolséCommentéShare
=
~ | » Pages
» Content
EnekTpoHeH noanuc Ha pdf dain ¢ Adobe Acrobat Pro » Forms
» Action Wizard
Charismathics Smart Security Interface CSP » Recognize Text
g » Protection
MeToa Ha ereemaaHeTo Ha [THH koaa: BykeeHo-LHMPpOE ~ Sign & Certify
MKH: | | | @ Sign Docurment
% Apply Ink Sighature
@ Tirne Stamp Document
£
- Maore Sign & Certify -
Certify
W
BvBenete Bawwus MUH kog n HaTtucHeTe ByToHa Login. Cnen nognvca npo3opeubT Ha daina nsrnexaa raka:
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L test_pdf4.pdf - Adobe Acrobat Pro
File Edit Wiew ‘Window Help x®

ﬁ'_‘} Create ~ @ D E% | {é} @ @ Qg E! E‘; |Z|
f1 | M | | i Tools Comment Share
@ Signed and all signatures are walid. % Signature Panel

~ v
— | » Pages
» Content
EnektpoHeHd nognuc Ha pdf daitn c Adobe Acrobat Pro » Forms
v Action Wizard
+ Recognize Text
» Protection
Digttally signed by TEST < A
TEST g san + Sign 8 Certify
Dh:
= )
:;‘;34219100300 155;1?_ @ Sigr Docurnent
. on=TEST
o=
T E ST :ET:;-T oﬂt:eugamorm /’7 Place Signature
ou=5EP Cualified
o ization, o=TEST,
TEST TEST, SoTEST, coat % apply Ink Signature
Date: 2012.08.20 1401:17
+03'00
@ Tirne Stamp Docurment
5@ walidate &l Signatures
@ More Sign & Certify -

O6bpHeTe BHMMaHWE Ha Haanuca Hag channa, Ye Noanuca e BanuaeH.

Ako nckate ga nony4yunTte nose4e MHOpMaLMA 3a BanMOHOCTTa Ha noAanuca KNUKHEeTe ABa NbTW C MULIKaTa BbpXy
CurHatypaTta.

OTBaps ce crefHWs Npo3sopeL;

| Signature Validation Status

Signature is YALID, signed by TEST TEST TEST <, @sep.bg=,
- The Document has not been modified since this signature was applied.
- The document: is signed by the current user,

| Legal _N__u:utiu:e... | [ Signature Properties, ., ] [ Close -

T L ¥ T —— - ¥ -

HaTtucHete 6yToHa Signature Properties.... [NosBsABa ce cnegHusi npo3opeLy:
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Signature Properties

@ Signature is VALID, signed by TEST TESTTEST = _ " ° @sep.bg:=.

|D|:u:ument Signer | Dake)Time | Legal

X

Signed by: |[TESTTESTTEST < _° ' @sep.bgs | Show Certificate...

Reason: |N|:|t available

Signing Time:  [2012{08(20 14:01:17 +03'00° Location: [Nt available

Yalidiky Surnrnary

L@ The Document has nok been modified since this signature was applied,
lZ  The document is signed by the current user,

The signature includes an embedded timestamp, Timestamp time:
2012/08/20 14:01:17 +03'00°

Signature was created using Adobe Acrobat 10.1.4,
Signature was validated as of the secure (timestamp) time:
2012/08/20 14:01:17 +03'00°

Yalidate Signature l [

Close

I/I36epeTe nocnegoBaTenHo BCUYkM TaboBe OT nposopeua 3a aa nony4ynuTe nbliHa I/IH(*)OpMaLI,VIFl 3a en.nognuc. OTBapFlT

ce cnegHuTe npo3opuun:
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Signature Properties

X

@ Signature is WALID, signed by TEST TEST TEST < _ ° ~ @sep.bg=.

Surnmary |} Documen Signer || DatefTime || Legal

l*fﬁ The Dacurment has nok been modified since this signature was applied.

Hash algorithm:  |SHA258

Docurnent Yersioning

Document revision 1 of 1 Wiew Signed Yersion. ..

% This revision of the document has not been alkered

ﬁ- For inteqgrity purposes, wou should always verify what was signed by viewing the signed
wersion of the document, This is not necessary when wou are viewing the final version of a
document,

Maodifications

ﬁ The certifier has specified that Farm Fill-in, Sigring and Cammenting are allowed For this
document, Mo other changes are permitted,

% Mo changes have been made ko this document since this signature was applied,

Modification Details:

There have been no changes made to this document since this signature was applied.

Yalidate Signature ] [ Close
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Signature Properties

@ Signature is WALID, signed by TEST TEST TEST =, _

Summary | Document; .E|Date,l'Time Legal

.i@sep.bgs,

X

%%  The document is signed by the current user,

Signedby: |TESTTESTTEST < _ " ' .@sep.bg:

Yalidity Details

%+ The document is signed by the current user,

Shows Certificate, ..

L’f& The path from the signet's certificate ko an issuer's certificate was successfully builk,

L@ The signet's certificate is valid and has not been revoked.,

ﬁ Click. Show Certificate For mare information abouk the signet's certificate and its validity details, or
ko change the trusk settings for the certificate or an issuer certificate,

Signer's Contact Infarmation: Mok available

Yalidate Signature l [

Close
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Signature Properties

@ Signature is WVALID, signed by TEST TEST TEST <

Summary | Document || Sigrer |

@sep.bgx,

X

Signirng Time: |2EIIE,I'EIB,I'2EI 14:01:17 +03'00"

2012/08/20 14:01:17 +03'00°

Timestarmp embedded in the signature

{f;' The signature includes an embedded timeskamp. Timestamp time:

Timeskamps are signed just as documents are signed. For a timestamp signature to be valid wou
musk have trusted the Timestamp Autharity that signed the timestamp, Click Show Certificate ko
wiew details regarding verification of the timeskamp signature.

Timestamp Authority:  [SEP TS84 <esigni@sep.bg=

policies, wou must contact the Timeskamp Authority,

Show Certificate. ..

Timeskamps are creaked with specific policies that are defined by the Timestamp Authority,
Amongst other things, a policy can indicate how reliable the time source is. The policy For this
kimestamp is represented by the identifier 1.3.6.1.4.1,30299,

Z.1.5, To understand timestamp

Yalidate Signature l [

Close

Cnep ToBa MOXe Oa uanpatute Bawms dainn oo Opyro nuue ¢ rapaHuuaTa, ye He € MPOMEHSIH crief MoANUCBaHEeTo My.
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3a Ja npemaxHeTe enekTPoHHWS nognmuc oT chavina, HaTucHeTe cC AeceH OYTOH Ha MuLLKaTa BbpXy curHatypata v
n3beperte ,Clear Signature”:

P8 test pdf4 pdf Adobe Acrobat Pro

) \
4 Filz Edit Wiew ‘Window Help *
{Roae- | B E| @02 DLDL K
Tools ;| Comment ; Share
% Signature Panel
-~ Ed
— | » Pages
+ Content
EnektpoHeH noganuc Ha pdf dain c Adobe Acrobat Pro » Forms
» Action Wizard
» Recognize Text
» Protection
Digitally signed by TEST s A
TEST gy san * Sign & Certify
DM
emall=_ _ wsepbg, .
0.5.234219200300.100.1 @ Sign Document
TEST EGM L On=TEST |
o=
::r_r:;rr.m TEST, i LB Cloe Ciment g
ou=5ERC  (lear Signature
Organizs
TEST I=TEST. S walidate Signature nature
Date: 201
+0300°
View Signed Yersion Document
Compare Signed Yersion to Current Yersion i
ignatures
Add Yerification Information
Certify -
Show Signature Properties.. .
I T Certify

Cnen M3TPMBaAHETO Ha CUrHatypaTa ce Bumxaa cnegHoTo:
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File Edit View “Window Help

BB ez DB ]

Comment Share

| | 62,7% - ‘ [ Tools

it ko your recipients

—a Please fill out the Following Form. I you are a form author, choose Distribute from the Forms panel in the Tools Pane on the right to send

EnekTpoded noanuc Ha pdf ¢ain ¢ Adobe Acrobat Pro

|2

» Pages

» Content

» Forms

» Action Wizard

» Recognize Text

» Protection

+ Sign 8 Certify

@ Sign Docurnent
f Place Signature

6% Apply Ink Signature

[& Time Stamp Document

£

Unsigned signature field {Click to sign)

I e Sign & Certify -

Certify
{7 with visible Signature

ﬁ withiout Visible Signature
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[[eHepupaHe Ha TimeStamp 4ype3 Adobe Acrobat
Pro

OtBopeTte Adobe Acrobat Pro u xenaHnusa oT Bac cdavin 4pe3 meHio File\Open. Bkniouete ot meHo Tools nanena c
BCWYKM MHCTPYMEHTH, OTBOpeTe Sign & Security n nsdepete More Sign & Certify n cnep ToBa Security Settings.:

i test_pdf2.pdf - Adobe Acrobat Pro
File Edit View Window Help

T} create ~

A

Tools Comment Share

>

» Pages

» Content

leHepupaHe Ha TimeStamp c Adobe Acrobat Pro » Forms
» Action Wizard

» Recognize Text

» Protection

¥ Sign & Certify

@ Sign Docurment

f Place Signature

5@, Apply Ink Signature
@ Time Stamp Document

|

More Sign & Certify -

Security Settings. ..
B Irnport Security Settings
@ Export Security Settings

& Manage Trusted Identities. ..

OtBaps ce criegHus nposopel 3a nobassaHe 1 pegakTmpaHe Ha TimeStamp cbpBbpy:
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5 Security Settings

Digital 10s “HT_;J Tt Edit ‘ﬁ Irmport v Export Remove Claar
Directory Servers -

Mame LIRL
Time Stamp Servers

Adobe LiveCydle Rights Ma

Configure Time Stamp Servers

m Configure a default Time Stamp Server if vou want to embed a trusted time stamp when signing.
If vou are in a workgroup, vour computer administrator may provide vou with Time Stamp
Server configuration information

Select one of the entries above and click Edit to view or change settings, or click New to add
and configure a Time Stamp Server. Select a default server using Ser Defaulr. If vou have

selected a default server then a time stamp will be embedded with every signature that vou create.

Click Export to share vour Time Stamp Server settings with others.

MN3bepeTe GyToHa New 1 nonmbnHeTe criegHWTe HacTponku 3a TimeStamp cbpBbpa Ha ,,CElN benrapua® ALL:
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] test_pdf2.pdf - Adobe Acrobat Pro
File Edit WYiew ‘Window Help

Digital IDs N # Edit Import = Export ] R
|t i ﬁ, mpar wpar _[ﬂ] Emave

Direckory Servers
Marne LIRL
Time Skamp Servers

Adobe LiveCycle Rights Ma New Time Stamp Server

Mame: ISEP TimeStamp Authority

Server Setkings

Server URL: Ihttp:,l’,l'tsa.sep.bg

Co [ This server requires me ko log on

i Cor \Wer =t I sted time stamp when signing.
Ifw SO I fle vou with Time Stamp
Sert
Selg ttings, or click Vew to add
and et Defaulr. If vou have
sele| Every signature that vou create.

Chd [ ok ] [ Cancel ] ) 3

HaTncHete G6yToHa OK 3a ga 3aTtBopute npo3opela C HacTPOWKMTE U crnep ToBa HaTucHeTe GyToHa Set Default 3a pa
HacTpouTe timestamp cbpBbpa Ha ,CElN Bbnrapua® ALl kato nogpasbupall npu reHepupaHe Ha timestamp 3a Bawws
cann. MNosssiBa ce cnegHus Npo3opeL:
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Pt test_pdf2.pdf - Adobe Acrobat Pro
File Edit Wiew ‘Window Help

Digital 10s “Q Tew gEdit ﬁlmport ﬁExport m Remaove Set Default

Directory Servers
Mame LIRL

SEP TimeStamp Authority htep: fitsa.sep.bg —

Time Stamp Servers
Adobe LiveCycle Rights Ma

Acrobat Security

@ 4 Are you sure you wank to make this server your new default server? This
- timestamp server will be used by default when signing.

ne stamp when signing.
[JDo not show this message again wvith Time Stamp

L [a]4 J[ Cancel ]

T O T T T T O T T T T e T or v ot click Vew to add
and configure a Time Stamp Server. Select a default server using Ser Dafaulr. If vou have
selected a default server then a time stamp will be embedded with everv signature that vou create.

Click Export to share vour Time Stamp Server settings with others. 3

HaTncHete 6yToHa OK 1 cnep ToBa 3aTBOpeTe Npo3opelia Ha Security Settings.

3a pa reHepuparte timestamp 3a otBopeHust oT Bac pdf dpann HaTucHete GyToHa TimeStamp Document, KOWTO ce
Hamvpa OTAACHO B OTBOPEHWS Npean naneT ¢ nHCTpymeHTn. OTBaps ce npos3opel, 3a n3bop Ha ume Ha dann, nog KONTo
Aa 3anuwieTe noanncaHus ¢ timestamp AOKYMEHT:
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My Recent
Documents

by Netwnrk

2Dign

Save jn: | = new guides

V| O F £ [E-
E&testjdf&pdf
[E,Ltestjdf.pdf
[:Z,Ltestjdf_sign.pdf
test_pdf_timestamp. pdf
File: narne: |test_pdf_timestamp.pdf V| [ Save l
Saveastype: | Adobe PDF Files [*pel) v | Ccancel |

Type: PDF Document
File Size: 49 KE

Modified:13.6.2012 r, 09:42

MonbnHeTe MMe Ha chann 1 HaTucHeTe GyToHa Save.

B pesyntat ce reHepupa TimeStamp u npo3opeua Ha Adobe Acrobat Pro nsrnexaa no cnegHvs Ha4uH:
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2 test_pdf_timestamp.pdf - Adobe Acrobat Pro

Eile Edit Wew Window Help *

Roeate - | E OH| OB LDL G %]
. i1 ‘ Iy O ‘ é/ ‘ [ Tools Comment Share
@ Signed and all signatures are valid. % Signature Panel

Elr

|

» Pages

» Content

leHepupaHe Ha TimeStamp ¢ Adobe Acrobat Pro » Forms

» Action Wizard

» Recognize Text

» Protection

+ Sign 8 Certify

@ Sign Docurnent

ﬂ Place Signature

% Apply Ink Signature

@ Tirne Stamp Document

ﬁ Walidate all Signatures

@ Maore Sign & Certify -
Certify

.L:J.

O6bpHeTe BHUMaHWE Ha pefa Hag npo3opeua Ha daunna — ,Signed and all signatures are valid“. HatucHete G6yToHa
»Signature panel”, kONTo ce Hamupa B OACHO Ha pefa:
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o8 test _pdf_timestamp. pdf - Adobe Acrobat Pro

Eile Edit Wew Window Help
) create ~ ‘@D @‘@@@E&D (&
i1 ‘ Iy M ‘ (s 53,4% H ‘ [ Tools : Comment : Share
@ Signed and all signatures are valid. -
@ signatures K A
L—\P =k validate Al
TeHepupaHe Ha TimeStamp ¢ Adobe Acrobat Pro
= 3} Rev. 1: signed by SEP TSA <esign@sep.bg>
f/ Signature is walid:
Document has not been modified since this sign.
I_K?/ﬁ; Signer's identity is valid
Signature is a document timestamp signature.
[=l Signature Details
Last Checked: 2012,06,13 11:17:25 +03'00°"
Field: SignatureZ {invisible signature)
Click ta view this version
w

HatucHete Certificate Details... 3a noBeue nHdpopmaums. OTBapsi ce cneaHus nposopeL;
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X

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[ Ishow all certification paths Found:

= SEP Rook CA Surnmary |Detai|s Revocation | Trusk || Policies | Legal Matice
SEP TSA <esign@sep.b

l_l_ SEP T5& <esign@sep.bg=
- System For Eleckronic Payments fSEP Bulgaria J5C
Issued by  SEP Roob CA
System for Electronic Payvments [SEP Bulgaria 15C

Walid From: 201112007 12:40:11 +03'00°
Yalid bo:  2021f12007 12:40:11 +03'00°

Intended usage:  |sign transaction, Sign document, TimeStamping

< | =

a The selected certificate path is walid,

The path wvalidation and revacation checks were done as of the secure (timestamp) time:
2012/06/13 11:16:38 +03'00°
Yalidation Model: Shell

B pe3ynTtat oT Bawwute gencteua Beye nmate nognucaH c timestamp OOKYMEHT, KOeTO Bu rapaHTtupa, 4e OOKYMEeHTa e
Cb3aaneH npean BpemMeTo NoCo4YeHo B timestamp, a cneg To4HUTe gata U vac He € NMPOMEHSAH.
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