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OnepaunmoHHa cuctema macOS
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1. Mpepgu nHcTanauma Ha codpTyep 3a pabora c SafeNet Authentication Client

1.1 Mpean MHCTanaumATa NpoBepeTe BEPCUATA Ha ONepaLMOHHaTa cucTema

M3Ternete 1 3anaseTe Ha Bawwma KomnioTbp apxmea ¢ daina 3a uHcTanauma KaTo nsbeperte nnHka SafeNet
Authentication Client nHctanaymoHeH naket v.10.8.x 3a macOS ot v.10.14.x ao v.12.x

PasapxuBuMpaliTe cbabpKaHWETO Ha dalina. B nakeTa ce cbabprKaT HeEObXoAMMMUA NOTPEObUTENCKM codTyep 3a
ynpaB/ieHMe Ha YCTPOMCTBOTO M CMapT KapTaTa.

2. UHcTtanupaHe Ha codTyep 3a pabota c SafeNet Authentication Client

2.1 MIHcTanupaHe Ha codpTyep 3a YeTel, Ha CMapT KapTu

B pasapxmsupaHaTa B T. 1.1 nanka, ot gupektopus Circle_Mac_lInstaller_v2.x.x ctaptupalite ¢aina
,abcccid_installer-2.x.x.dmg“ 1 oT MOHTUpPaHMAT UMUK cTapTupainTe daiina ,,abccecid_installer.pkg” v chepgaitte
,CTbMKNTE” No noapasbupaHe Ha NHCTaIATOPA.

2.2 WHcTtanupaHe Ha codTyep 3a pabota cbc cmapt Kaptu - SafeNet Authentication Client

B pasapxuBupaHaTa B T. 1.1 nanka ctaptupante ummnax daiina SafeNetAuthenticationClient_x.x.x.dmg v cnepg
HerosoTo oTBapsiHe, ctapTupanTte SafeNet Authentication Client 10.x.x.pkg 1 chepgpaiite cTbnkurte no
nogpasbupaHe. Cnep Kato MHCTanupare, pectaptupainte macOS.

Welcome to the SafeNet Authentication Client Installer
Introduction gto

Welcome to the macOS Installation Program. You will be
guided through the necessary steps to install this software.

IMPORTANT:
For more detalls, see the SafeNet Authentication Client
Administrator Guide.
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 nst Net ntication Client
Software Licence Agreement

English
Introduction ™

Licence SAFENET SOFTWARE LICENSE TERMS
SafeNet Authentication Client
Legal notice:

SafeNet soltware is not sold; rather, copies of SaleNet software are licensed
all the way through the distribution channel 1o the end user. UNLESS YOU
HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFENET THAT
CONTROLS AND ALTERS YOUR USE OR DISTRIBUTION OF THE
SAFENET SOFTWARE, THE TERMS AND CONDITIONS OF THE
APPLICABLE LICENSE AGREEMENTS BELOW APPLY TO YOU. Please
road the agroomeonts applicable for the products you want 1o use. Ploase bo
caroful to read the agreement for the software you want 10 use

LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING THE
CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND USE
OF SOFTWARE SUPPLIED BY SAFENET, INC. (or any of s affiliates -

Print... Save... Go Back Continue

To continue installing the software you must agree to the terms of the
software licence agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read Licence Disagree Agree

® Install SafeNet Authentication Client
Standard Install on “System"

ntraduotion This will take 14,6 MB of space on your computer.

Licence Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will
be able to use this software.

Destination Select

Installation Type

Go Back Install
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3. CmsaHa Ha PIN kog,

CoBeTBame Bu ga npomeHuTe npeaoctaBeHuns Bu PIN Kog ole npu nbpBOTO M3nosi3BaHe Ha SafeNet
Authentication Client, kakTo e noco4yeHo no-gony.

BHUMAHMUE!!!

3agbaxkutenHo Bawuar PIN Koa TpabBa ga ce cbctom ot Yetnpun undpu. M3nonssaHeTo Ha NoBeye OT YeTUpu
undpu nnm gpyru cMMBOIM MOXKe Aa Aoseae A0 61okupaHe Ha Bawuar eSign SafeNet Authentication Client.
CmaHata Ha NMUH koga moxe aa ce n3BbpLUM MO BCAKO Bpeme.

CrapTtuparite SafeNet Authentication Client n ns6epete Change Token Password

© o)) Tue14:50 Q =

Tools
About ‘

Change Token Password

Unlock Token
Certificate Information

Exit

BbBeaete crapus PIN Koa, aBa nbTu HoBusA PIN Koa 1 cnen ToBa HaTUCHeTe 6yToHa OK:
D Change Password: Card #5C6FBF714B505E3F

SafeNet Authentication Client gemalto

Current Token Password: ]| J

New Token Password:

Confirm Password:

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, $, #, %).

Current Language: EN

Enter your current password.

Cancel

4. OtbnokumpaHe Ha PIN Koga

OTtbnoknpaHe Ha PIN Koga ce nssbpLiBa ¢ nomouTa Ha AamunHuctpatopckm MNH (PUK Koa), KoiTo cTe noay4mnm ot
CEN Bbbarapus. UmaiTe npeasua, Ye nem nvmu 2pewHo ebeexcoaHe Ha AOmuHucmpamopcku NMUH soan oo
HeroBoTo 610KMpaHe. Cnes 610KMPAHETO MY €4MHCTBEHUAT U3XO0A 3@ PaboTa CbC CMapT KapTaTta e NpeAaBaHe Ha
,CEN Bbarapma“ ALl c uen HeMHoTo M3TpUBaAHe M reHepupaHe Ha HoB KYKEN. M3nonsBaiTe nporpamara, SafeNet
Authentication Client. U36epeTe komaHaaTa Tools 1 oT npo3opeLa nsbeperte 6yToHa “Advanced View”:
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[ XCNY) SafeNet Authentication Client Tools

SafeNet Authentication Client 2l®e 12 8

'@ Card #5C6FBF714B505E3F
o

2
/ Rename Token

N36epeTe byToHa “Set Token Password”:

+LITIIL ,"Q @ ﬁ C? ﬁ

N B E B

Card #ECRCQACTIARRNRE2E

BbeBegete Bawwuna PUK 1 noTsbpaeTe:
® Administrator Logon

SafeNet Authentication Client gemalto’

Enter the Token's administrator Password.

Token Name:

Administrator Password: [“ l
Current Language: EN

This is an unli d copy for evaluation use only.

Cancel

BbBeaete HoB PIN Kog B noneto “Token Password”, nostopete ro B “Confirm Password”v notsbpaeTte:

® Set Password: Card #5C6FBF714B505E3F I
SafeNet Authentication Client gemalto
|
|
Token Password: “ ﬂ

Confirm Password:

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, $, #, %).

Current Language: EN

Enter a new password. I

Cancel

Codoma | yn.3natoBpbx 1 | 0700 18283 | eSign@sep.bg | www.eSign.bg

MHCcTpyKUma 3a nHctanupade 1 pabora c eSign SafeNet Authentication Client 3a Mac 0S X 6/12



iGN

EeAeKTPOHEH
noaonuc

5. CmAHa Ha AamuHuctpatopcku MYK / Administrator Password (PUK)

BHUMAHMUE!!!

MpomsaHata Ha AgmunHuctpatopckua MUH / Administrator Password(PUK Kopg) e Ha Balua oTroBOpHOCT.

CEN Bbarapua He cbXpaHABa NbpBoHauyanHuTe Motpebutencku MUH n Aamunuctpatopcku NMUH / Administrator
Password (PUK Koa). Te ca yHMKanHu 3a BCAKA KapTa.

CENM Bbarapua HAMa ga moxe ga Bu nomorHe B cnyyaii, ye 610kupate AamuHuctpatopckua NMUH /
Administrator Password (PUK Kopg,).

6. W3tpueaHe TokeH / Delete Token Content

BHUMAHMUE!!!
M3nonssaHeTo Ha PpyHKUMOHaNHOCTTa U3TpusaHe TokeH / Delete Token Content ustpuea 6e3eb3BpaTHO
cepTuduKaTmuTe OT Bawata cMapT KapTa u e Ha Balla OTroBOpHOCT.

7. [JonbaHuUTeNHU GYHKLMOHANHOCTH

BHUMAHMUE!!!
dyHKUMOHanHocTTa ,U3TpuBaHe Ha ceptudukat” / “Deleting Certificate”, 8 pasaen Advanced View nstpusa
6e3Bb3BpaTHO celeKTUpaHuaA ceptTuduKar ot Bawarta cmapTt KapTa U U3MNo13BaHETO My e Ha Balua oTroBopHOCT.

8. Hactpoiika Ha Mozilla Firefox 3a paboTa c SafeNet Authentication Client

BAXHO! Mpu nsnonssaHeto Ha Charismatics c Firefox n Thunderbird ce ocbuiecTBABa AnMpEKTEH AOCTLN A0
ycTponcTeoTo. Korato ycnewHo cte MHcTanmpanum ygoctoseperHnsaTa cu, HE TPABBA ga ru TpueTe oTTam, Tbil KaTo
TOBA LLe foBeAe M A0 U3TPMBAHE Ha YAOCTOBEPEHMETO, 3a€4HO C YAaCTHUA U NybanyHMA Katod. Cnepn ToBa
YO0CTOBEPEHMETO HE MOXKE [ia Ce Bb3CTaHOBM U TPADOBA Aa ce M3aasae HOBO.

9.1 OT MHTepHeT cTpaHuuata Ha CEM Bbarapua: http://www.esign.bg Ycayru — My6anueH peructop
n3bepete 1 3anuweTe OT IMHKKOBeTe eSign Sep Root CA 1 eSign Sep QES CA.

@ Firefox File Edit View History Bookmarks Tools Window Help

e ¥ Preferences POl & MyGnusen perucep | Yenyrv | X IEE

<~ Cc o Preferences .//www.esign.bg/bg/services/public-register/

3a pa moxeTe na wsnonasate Bawero eSign YaoctoBepenve 3a KEM wnu, ako cre nonyyaren Ha
eNeKTPOHHU AOKYMEHTU, NOANWCAHM C eNIEKTPOHEH NOANKC, rapaHTupaH 4pes eSign YaocToBepeHue 3a
KEM, e HeobxoauMo Aa MHCTANMPATe Ha CBOA KOMMIOTLP BanwgHuTe Gasos 1 OnepaTtveeH
ceptucpukatu Ha CEMN Bunrapms.

3a pa cTe carypHu B 6e3npobnemHo Non3saHe Ha yAOCTOBEPUTENHM YCNyrik eSign Bu npenopbusame
[ia CBa/NUTE K MHCTaNWpaTe Ha Ballua KOMMIOTLP BCUUKK CNYxXeBHW yaocTosepeHus Ha CEN Bwnrapus,
ny6AMKYBaHW Ha Ta3W CTPaHULA.

YpoctoBepuTenHa epapxus 3a usnanenu KEM no eIDAS ot 01.07.2017 r.

eSign Sep Root CA vaternn
» Cepuex Homep 4B BB 1A 09 7D BD 25 52
) BanuaeH ot 08.10.2017r.
) BanuaeH Ao 08.10.2037r.
) Thumbprint- shal 8d 7c 6a 39 5b bd b8 dc 8b ec db 93 cd cb 6¢ 45 f0 83 89 02
eSign Sep QES CA waternu
) Cepuer HoMep 46 5d 25 53 d1 97 54 90
» BanuaeH oT 09.10.2017r.

9.2 OTBopeTe Firefox n nsbepete Firefox-Preferences, cnezn ToBa Privacy & Security. B cekuyua Certificates
nsbepete byToHa View Certificates... 3a ga ce Busyanusupa Certificate Menager.
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@ Firefox File Edit View History Bookmarks Tools Window Help

L $E Preferences X

Thu16:48 Q

&« ¢ o © Firefox = about:preferences#privacy w

Find in Preferences

{:lr General
Q, search Security

. . Deceptive Content and Dangerous Software Protection
ﬂ Privacy & Security

= v Block dangerous and deceptive content Learn more
x Firefox Account
+ Block dangerous downloads

v Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate

Select one automatically
@ Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...
v

certificates . .
@ Firefox Support Security Devices...

o =

9.3 U3bepeTe Authorities 1 cnea ToBa byToHa Import

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

v AC Camerfirma S.A.

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce R... Builtin Object Token

Camerfirma Global Chambersign Root  Builtin Object Token
v ACCV

ACCVRAIZ1 Builtin Object Token
v Actalis S.p.A./03358520967

Actalis Authentication Root CA Builtin Object Token

Import...

9.4 N3bepeTe danna eSign_Sep_Root_CA.crt u B guanorosma mapkupaite 6ytoHuTte 3a Trust...

nsbepete bytoHa OK.
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You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "eSign Sep Root CA" for the following purposes?
Trust this CA to identify websites.

Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View Examine CA certificate

MosTopeTe cTbnKa 9.4 u ¢ dpaiina eSign_Sep QES_CA.crt. 3aTBopeTe ananorosus nposopel, Certificate Manager

9.5 B Privacy & Security, cekuua Certificates nsbepete 6ytoHa Security Devices 1 B AManorosusa nposopel,
Devise Manager nsbepete 6yToHa Load 3a fobassHe Ha BaweTo ycTpolicTBo. HanuvweTe eSign B NoseTo 3a UMe Ha
PKCS#11 yctpolicteo (Module Name):
[ ] Load PKCS#11 Device Driver

Enter the information for the module you want to add.

Module Name  eSign

Module filename  /Library/AWP/lib/libOcsCry Browse...

cancel (LD

Cnep toBa usbepete bytoHa ,Browse...” 1 BbBegeTe: /usr/local/lib/libeTPkcs11.dylib
HaTtucHeTe Open 3a NOTBbPXKAEHME.
Firefox e HacTpoeH 3a paboTa c KYKEI. 3aTBOpeTe npo3opeLia 3a HaCTPOMKa.

Cnep HanpaBeHWTe A0 Ccera MHCTanaLMmM U HaCTPOIMKK, moxKeTe aa nonssaTte BaweTo eSign YaoctosepeHue 3a KENM
33 CaNTOBE, U3UCKBALLM CbOTBETHOTO HMBO Ha aBTEHTMKALMA.

9. Hacrtpoitku 3a pabota c Chrome u Safari

9.1 MN3Ternete 6a3oB 1 onepaTtnBeH cepTuduKaT

OT uHTepHart cTpaHuuata Ha CEN Bbarapus, meHto ,,Ycnyrn“ — ,MybanyeH pernctbp”, cekums ,YA0CToBepeHMA Ha
CEN Bbarapua“, 3a:
,YnoctoBepuTtenHa nepapxusa 3a usgageHu KEM no elDAS ot 01.07.2017 r.“ usternete 1 3anuuiete

1. eSign Sep Root CA
2. eSign Sep QES CA

9.2 MHcTannpaHe Ha 6a30B 1 onepatMBeH cepTudmKaT

1. OT meHo “Go” Ha Finder, ce nsbupa “Utilities” n ce ctaptupa “Keychain Access”.
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@ Finder File Edit View Go Window Help

Enclosing Folder ®T
& Recents O %F
% Documents %0
eve & Desktop a%0 % Utiities
© Downloads 8L
(it Home O ®H
Favorites 2 Computer O %C

(2] Desktop @ Network ORK M
o Dowrdosds < iCloud Drive 038

#; Applications O HA

o o Utilit Audio MIDI Set
el )¢ Utilities 03U Hiad e =
[ Music

s Recent Folders >

H Movies

B Recents Go to Folder... e ¢

Connect to Server.. 3K

/¢ Applicati
#=¢ Applications Console Digital Color Disk Utility

@) Pictures Meter

B Keychain Access nsbepete System.

@ Keychain Access File Edit View Window Help
o @ Keychain Access
- A »
ﬁ Click 1o unlock the System keychain.
Keychains

@ login
@' Local ltems

com.apple.kerberos.kdc

Self-signed root certificate

Expires: Monday, 20 July 2037 at 16:56:38 Moscow Standard Time
This certificate has not been verified by o third party

) System Roots

Name Kind Date Modified
.. com.apple.kerberos.kdc certificate =
§ com.apple.kerberos.kde public key
§ com.apple.kerberos.kdc private key
L) com.apple.systemdefault certificate
§ com.apple.systemdefault public key
‘,? com.apple.systemdefault private key

Category
A Allltems
(.. Passwords

Serura Natae

> .
<’ ») U
-
Bluetooth File Boot Camp
Exchange Assistant
e
&2 r\‘a
Grab Grapher
Expires

20 Jul 2037 at 16:56:38

20 Jul 2037 at 16:56:32

Keychain Access|

Keychain
System
System
System
System
System
System

2. Ot meHto File, Ha Keychain Access nsbepete “Import Items”. B guanorosusa nposoped, 3a nsbop Ha daiin,

ceneKkTUpanTe 3anncaHuAT No paHo ¢ain eSign_Sep Root CA.crt.
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@ Keychain Access File Edit View Window
New Password Item...

New Secure Note Item...
New Keychain... G
® ® New Certificate Preference... eychain Access

% Wi  Import ltems... Q

Keychains

Add Keychain...

g login
@ Localltems B7 at 16:56:38 Moscow Standard Time
2 system Close LTV en verified by a third party

System Roots

Date Modified Expires Keychair
- 20 Jul 2037 at 16:56:38 System
Unlock Keychain “System” i h - System

Lock All Keychains - - System
-- 20 Jul 2037 at 16:56:32 System

-- -- System

Get Info

com.apple.systemdefault private key - - System

Category
A Al Items
A, Passwords
Secure Notes

Cnepn umnoprta, B System HamepeTe 1 oTBOpeTe (ABOEH KAMK Ha muLIKaTa) “eSign Sep Root CA”, oTBopeTe cekuus
Trust n n3bepete “Always Trust”, KakTo e NOKasaHO No-40Ny.

—

]

Keychains [ ] @ eSign Sep Root CA
e eSign Sep
‘ il (e rtifote =
al login ; !:eﬁ Root certific [ b eSign Sep Root CA
@' Local ltems | Expires: Thu - Root certificate authority
4 System = & "2Sign Se| - Expires: Thursday, 8 Qctober 2037 at 22:01:04 Moscow Standard Time
System Roots £ "eSign Sep Root CA” certificate is not trusted
¥ Trust |
Mame chs
. - 1 When using this certificate + Use System Defaults | ? I
=] com.apple.kerberos.k| temr
@ com.apple.kerberos. e
,-l;’-, r k{ Secure Sockets Layer (SSL t
i com.apple.kerberos.k Mever Trust tem
| Com_ﬂppm_sy.gmmdgf{ Secure Mail (5/MIME)--novamespecmea d t&"
'3[3.,3' com.apple.systemdefi Extensible Authentication (EAP) | no value specified E ter
¥ com.apple.systemdef IP Security (IPsec) | no value specified E =4
o eSign Sep Root CA L. .
Code Signing | no value specified E
Category | |
Time Stamping | no value specified E
A Al ltems o -
7 | ¥.508 Basic Policy | no value specified E |
A.. Fasswords
Secure Notes | ¥ Details |
E] My Certificates
i Keys | Country BG |
— Certificates Organization Sep Bulgaria JSC

| Other Name NTRBG-131107204 |

anisaiinasaiie SER Baasa ISC Dualad Bat Muinad

3. [loBTopeTe ropHUTe CTHMNKM 3a eSign Sep QES CA - daiin eSign_Sep QES_CA.crt
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10. KoHTaKtHK

3a noseye MHGOPMaLMA M 33 HOBU BEPCUM Ha PBKOBOACTBOTO M copTyepa noceteTe MHTepHeT calita Ha CEMN
Bbarapua: www.eSign.bg

AKO MMaTe Hy)KAa OT AONb/HUTENHA MHGOPMALMA UK CbAENCTBUE MPU MHCTANAUMATA, MOA CBbPXKETE ce C
nHOopMauMoHHMA LeHTbp Ha CEMN Bbarapusa, Ha TenedoH 0700 18283 nam Ha umeiin: esign@sep.bg.
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